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Abstract

Technology is changing the paradigm of clinical research e-trials. In 2003 the FDA issued new guidelines for 21 CFR Part 11 that will incorporate GCP, GLP, and cGMP in electronic records and electronic signature submissions. The FDA requires that electronic records and electronic signatures both be trustworthy, reliable, and essentially equivalent to paper records and hand written signatures. 21 CFR Part 11 is worded in such a manner to leave interpretation and implementation up those who wish to submit electronically. The effects of 21 CFR on biopharmaceutical industries include: cost, time, human resources, training, revamping legacy systems, outsourcing, and gap analysis to help achieve compliance. The effects of 21 CFR on technology industries are: flexibility, securing identities and system access, maintaining audit trails and copies of records, validating all steps, authority checks, device checks, training, and certification management. When used correctly 21 CFR Part 11 implications have the potential to reduce cost, time, effort, and paper management and also increase productivity, trial data management systems efficacy, and overall industry communication. The far-reaching effects are on the public, which should notice participation in clinical trials becomes easier and less time consuming; helping to bring drugs to market with more information and in a timelier manner
I. BACKGROUND INFORMATION

A. Introduction 

Technology changes in giant steps; today quad core processors and tomorrow amazing computation power at the price of a coffee. As technology changes so does the technological paradigm in pharmaceutical industries. New age pharmaceutical companies have evolved from traditional paper documents and files to highly encrypted multimedia wireless devices that are fully synchronized with multi core redundant servers connected to powerful relational databases. The possibility that these technological applications could dramatically drop production, inventory, distribution, administration and even management cost in a secure environment with a single click is now a reality. Technological applications in biopharmaceutical research are endless starting from a simple secure email client to send or receive data, virtual conferences, e-seminars or to global wide e-meetings with multi desktop sharing, to make a more accurate comparison on parallel research or clinical trials among others to multi core clustered servers running complex simulations that can be shared across the planet.

 Above are only a few examples of how technology has been matched with the pharmaceutical industry to potentially reduce costs, time, and complexity over traditional processes. Many competitive pharmaceutical and technology companies are moving quickly to stake claim in these advances. 

More so, some biopharmaceutical companies have been cooperatively using electronic capturing technologies since the mid 1970’s.  However, in 1997, the FDA finally decided on provisions for enforcement and compliance with the matter. In 1997, the FDA issued Title 21 of the Code of Federal Regulations (21 CFR), which set forth far-reaching regulations to monitor industries that produce pharmaceuticals, medical supplies and devices, food and beverages, and personal care products. These regulations are designed to protect the public’s health and prevent fraud. The FDA has targeted enforcement primarily on pharmaceutical and biotechnology companies, and states, “to avoid unnecessary resource expenditures to comply with part 11 requirements, we are issuing this guidance to describe how we intend to exercise enforcement discretion with regard to certain part 11 requirements” (8).  In an age where data flies of the paper and into a wireless network these two industries need to ensure that they have secure, reliable data that meets regulatory requirements.

Due to these changes, existing and newly emerging pharmaceutical research and technology companies are moving quickly to address the new policies, procedures, systems, and personnel training needed by the regulations. This paper will focus on the outreaching effects of 21 CFR Part 11 Electronic Records and Signatures.

B. Defining 21CFR Part 11  

The concept of validation was first proposed by two Food and Drug Administration (FDA) officials, Ted Byers and Bud Loftus, in the mid 1970’s, in order to improve the quality of pharmaceuticals (2). This requirement has naturally expanded to encompass computer systems used both in the development and production of, and as a part of pharmaceutical products and medical devices, as computer systems have entered more and more into the main stream of drug and medical device production. In 1983 the FDA published a guide to the inspection of Computerised Systems in Pharmaceutical Processing, also known as the ‘bluebook’. Recently, both the American FDA and the UK MHRA have added sections to the regulations specifically for the use of computer systems, for the MHRA this is Annex 11 of the EU GMP regulations (EMEA 1998), and the FDA introduced 21 CFR Part 11 for rules on the use of electronic records and electronic signatures (2).

The FDA requires that electronic records and electronic signatures both be trustworthy, reliable, and essentially equivalent to paper records and hand written signatures. The driving force was to prevent fraud while permitting the widest possible use of electronic technology to reduce costs incurred from paper processes. The rule applies to all industry segments regulated by the FDA that include good laboratory practice (GLP), good clinical practice (GCP), and current good manufacturing practice (cGMP). In addition to electronic records submitted to the FDA, the concept includes output from instrumentation.
C. Interpreting 21CFR Part 11 

The FDA is aware of the confusion surrounding 21 CFR Part 11, recognizing frustration between industry, contractors and the agency about the proper interpretation and implementation, the agency held open discussions during the CGMP conference to revise and create more understanding and adaptability to Part 11. When faced with clamor the FDA claimed its policy remained as the predicate rules outlined. However upon reading the 1997 docket, which fails to address industry issues, the FDA stated, “Some statements by agency staff may have been misunderstood as statements of official agency policy. Concerns have been raised that some interpretations of the Part 11 requirements would [1] unnecessarily restrict the use of electronic technology in a manner that is inconsistent with FDA's stated intent in issuing the rule, [2] significantly increase the costs of compliance to an extent that was not contemplated at the time the rule was drafted, and [3] discourage innovation and technological advances without providing a significant public health benefit (8). The FDA does not want to change the 21CFR Part 11each time a new technology comes to market; which will only scare sponsors from developing and selecting technology tools and makes it impossible for technology providers to develop new tools. 

In response, on September 3, 2003 the FDA announced a new Part 11 that will enforce compliance based on a risk management approach, giving companies the flexibility to develop and implement new manufacturing and quality assurance technologies and attend to critical issues. The new Part 11 states that records must stay in compliance with predicate rules and the FDA will take a “risk based approach” to enforcing compliance with all subsections of Part 11. Meaning the more risky the business, such as research concerning products for human or animal consumption, the more the FDA will be looking into their records. 
Part 11 now indicates extensive technical controls that are intended to ensure the best practices (GxP) for predicate rules, current updates and the continual evolution for generating electronic records and using electronic signatures so all will encompass GCP, GLP and cGMP. However, Part 11 does not mandate how a trial must precede with compliance, only that current and legacy systems must make the grade. 

Eventually, Part 11 will be enforced in all branches of FDA control but until that time, 

risk based assessed portions will have priority. Victor Lander, market development manager of Nugenensis Technologies helps to define his company’s assessment of ‘risky business’ [table 1]. When a system generates electronic records that can greatly impact product safety and quality, or the integrity of related records, it is considered a high risk system and the technical controls of Part 11 that protect electronic record integrity would apply (15).

Table 1. A Comparison of High Risk 

and Low Risk that generate GxP records

	High risk:
	Low Risk 

	Quality decision
	Environmental monitoring sys 

	Batch records
	Operating training records

	Lab test results
	Instrumental qualification records

	Clinical results
	Word processing for SOP’s 


While under revision, the FDA expects complete compliance in regards to electronic records and signatures. Therefore the importance of knowing predicate rules and current updates remains vital.

The 1997 predicate rules mandate
:

· What records must be maintained

· The content of the records

· Whether signatures are required

· How long records must be maintained 

Revision in 2003 created a new Part 11 that does not describe implementation but does list more specific criteria for the following fields2: 

· Validation

· Copying records

· Record retention 

· Audit trails

· Legacy systems

Again the FDA makes awareness of their intent to enforce the policies but leaves the decision of implementation up to management. “You can use an alternative approach if the approach satisfies the requirements of the applicable statues and regulations” (5). However, the manner of compliance and risk assessment applied to electronic records and signatures must be documented in a SOP. The FDA had its reasons, according to Steve Raymond, chief scientific officer and chief quality officer, PHT. The FDA has tried hard not to lead this and is trying hard to approve it, to audit it, and to make sure it’s OK. But they are not in the position of suggesting how it should be done. The sponsors have to be prepared to have a judgment call of their own (5).

For numerous e-trials Part 11 means ensuring electronic records and signatures are trustworthy, reliable, and considered equivalent to paper documentation. For many systems, an electronic record may be a relational database or a document (doc, PDF, AutoCAD drawing etc), which also includes output from instruments, software, and emails. FDA definition1 is any combination of text, graphics, data, and audio, pictorial or other information representation in digital form that is created, modified, maintained, archived, retrieved, or distributed by a computer system.  In addition an electronic signature means a computer data compilation of any symbol or series of symbols executed, adopted, or authorized by an individual to be the legally binding equivalent of the individual’s handwritten signature.

Two guidelines are described in Part 11: [1] the agency will not enforce all sections of Part 11 due to industry confusion on both sides and a want of reducing time and overhead for most people under FDA regulations unless the system being used is considered “high risk” such as those involved in human and animal consumption products and [2] each system must be ready for auditing, secure, valid and reliable information. These rules place e-trials at the top of the agency list for enforcing compliance issues and auditing.  

New enforcement policies mean new SOP for e-trials, which in turn creates new niches for businesses to capitalize on the technology implementation and keeps research organizations wondering if they are going to meet that mark and remain competitive players.  21CFR Part 11 is here to stay but the way sponsors and FDA inspectors will interpret compliance will continue to evolve.

II. CURRENT TRENDS

A. Paper vs. Electronic Methods
The battle between capital investment towards technology and the comfortable convention of paper documentation wages in the ever expanding field of clinical research. Preliminary research has lab workers, nurses, and CRO’s creating checklists, filling forms, changing entries and gathering inputs from physicists, chemists, biologists, mathematicians and physicians. Getting data in real time with diaries and other paper documents is real hard to do, due to procrastination and busy life schedule; often volunteers enter data in clusters over time and try to recall symptoms etc.; which is no way to gather accurate timely data. In a paper on chronic pain, published by psychiatrists at Stony Brook University in April ("Patient compliance with paper and electronic diaries," Control Clin Trials 24,182-99), the number of patients who recorded experiences as instructed was only 11 percent among those using paper diaries, compared with 90 percent of patients with a personal digital assistant [See Table 2] (16). Even with such success stories, computers are a relatively new application for clinical trials, so naturally the default SOP of paper documentation still remains. 



Table 2. Paper Capturing vs. Electronic Diaries
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Also, E-trials are now in a gray zone between the comfort of using paper for certain applications and the total adaptation of technology. When outsourcing a clinical study, many sponsors require both an electronic and paper data collection option (14).  However CROs must make sure they are not weeks before submitting the documents and having to decide to undergo a conversion project to paper or vice versa. As Paul Bleicher of Phase Forward claims, “the management of clinical data is generally not the number one focus of the boardrooms and other people thinking about how to improve the whole process, but it should be, as there are tremendous advantages; not only in timeliness, but in quality and cost and overall access to data.”

Using e-trials, not only eliminates double blind data entry, but creates faster assemblage, approval and understanding of data. The advantages of e-trials are forcing CROs to standardize the projects with one technology vendor which will optimize processes and help them remain cost effective. While experts believe CROs and sponsor companies never will stop using paper altogether in clinical trials, especially until the FDA will not accept data on paper, CROs will face increasing pressure to adopt some kind of electronic data capture solution. This will mean a lot of changes for technology providers and pharmaceutical research.

B. E-trials and the Biopharmaceutical Industry
The FDA inspection teams are trained and ready to enforce procedures but implementing practices, structures and SOP to reach par has been more than sponsors bargained for. In turn sponsors may turn to outsourcing more operations allowing responsibility to trickle down to CROs and investigator sites. Implementing technology also requires an upfront cost. Changes in internal processes are needed to avoid loss of revenue. Upgrading usually involves knitting together five separate systems:data collection, electronic lab notebooks, scientific data management systems, traditional LIMS and links to an enterprise wide document system (4). For example, Pharmaceutical Research and Manufacturers of America (PhRMA) a pharmaceutical research and biotechnology company anticipates its member companies will spend as much as $100 million each to implement Part 11 initiatives.

Part 11 should have a predictable effect on biopharmaceutical companies; it should ease the burden associated with organizing paper work and greatly reduce time, cost and stress involved with bringing a drug to market. However that is not the case because companies are hesitant to switch to new technologies.
In general Part 11 will affect e-trials in the following manner:

·  Force remediation of legacy systems

·  Create more outsourcing for technology and auditing practices 

·  Require investing in educating and training of personnel and patients 

·  Initiate new trials to replace non compliant trial data  

In addition, there are more immediate reasons for not adapting new technologies. Part 11 requires significant out of pocket costs as well as investments in human resources and time. Sponsors, CROs, and investigational sites will have to develop new policies, procedures and support networks to maintain compliant systems. This may include training and educational programs, new SOPs, user manuals, technical documentation, back up, network set up, software installation and recovery and disaster protection. Even though the investment into all these may give great returns; it might be burdensome for a site that is trying to balance recruitment, daily visits, and monitoring with making sure electronic records are Part 11 compliant. 

More so the information gathered for these trials does not just come from one source, many different businesses, labs, and research professionals contribute to the final product (FDA submission) and when there are so many inputs and so many people to be watchful over; the filling of forms takes a back seat to health issues. Some commonly overlooked compliance issues include: 

· Passwords/logins with no personal information attached

· Employees leaving computers logged in

· Unauthorized access being granted 

· Ability to edit records without out a signature

So, professionals everywhere are putting trust in technology companies to manage these problems. An organizations first reaction may be to find a quick out of the box solution. However, the Department of Health and Human Services warns that commercial software does not guarantee a compliant and safe option because most are packaged with disclaimers as to the use in e-trials. 

Not only is the cost of e-trials looming over head but the shift of jobs away from clerical duties, such as primary data analyzers to more technology fields, have some health professionals officials worried. In particular, CROs whose main business involves managing clinical trials are not anxious to switch to a process that could require fewer monitors and billable hours (14). According to Jeffrey Green, PharmaD, President and CEO of DataTrak, “there is no need for printing CRFs or double data entry. The query resolution is cut by 90% when…taken care of by edit checks in the software. You do not need as much physical monitoring” (14). However some larger CROs are eager and have signed multi year agreements with EDC vendors to be able to call themselves eCROs such as Target Health and Pharmalink-FHI. As sponsors and CROs feel the pending pressure of the FDA to comply with Part 11 adoption of EDC industry wide is foreseeable. 

CROs should be grateful to take on the challenge of the new technologies if not the sponsors will have no other choice than to design studies and run reports; which eliminates CROs duties almost completely. “Novartis Pharmaceuticals, bought the rights to EDC software, spent six months debugging and enhancing the system in-house, and saved $100 million each year as a direct result of EDC implementation” (14). If CROs stops resisting and start integrating they can potentially control the knowledge and selection for which EDC software are used. If the industry sways to some key providers then a consistent framework and format will help to better integrate data and decrease data management barriers for sharing the latest trial data. 

The effects of Part 11 are numerous on biopharmaceutical companies. All industry branches will have to make important decisions about the direction they want to move in adopting technology. A number of solutions are available to ensure compliance with Part 11. A sponsor can hire a company in any of these available fields: 

· Compliance and validation services 

· Computer security consultants

· Electronic document management systems

· Hardware and Manufacturing Execution Decisions

· Scientific Data Management Software 

· System Integrators 

CROs must decide which vendors to contract with or if they will stay flexible for sponsors needs. Sponsors must decide whether to contract with CROs or manage their data in-house. Investigative sites will have to be adaptive to new technologies coming in and out of the offices as trials move in and out. The entire industry needs to be on the same page to help reduce costs, increase productivity and information availability. All these will help decrease the development time needed to bring a drug to market, something that has always cost the pharmaceuticals a lot. In total, industry may spend as much as $5 billion to comply with the regulation (14). 

According to Wayne Ziegler, Senior Manager/ Automation Validation at CENTOCOR, Inc., “The key for the pharmaceutical industry is working with technology suppliers to develop compliant computing solutions. Suppliers and integrators that are successfully working at this; will have a huge advantage over the competition, and the FDA will hold pharmaceutical firms responsible for compliance” (20).
The overall outcome is going to be increased scrutiny of current practices, more consideration in choosing future SOPs and more money required.
C. E-trials and the Technology Industry  

No matter who is purchasing these new services, CRO, sponsors or monitoring sites, technology providers will be called on to answer problems with compliance to Part 11. Increasing requirements to meet compliance and regulatory mandates for electronic records and signatures privacy, modification, and confidentiality have left technology organizations with a huge dilemma of determining the best way to control and protect the information. Part 11 is becoming an industry unto itself and having a pervasive effect on the relevant IT tools (20). 
For example if a lab is not fully integrated with software and is still using applications such as Microsoft Excel to create spreadsheets of critical information and then those files get emailed for editing, sharing, or modifying; every step in that process is a violation of Part 11 compliance. Sponsors and CROs are waiting for the larger companies to offer products that will allow them to focus on patients and not have to worry about data management problems. Software companies will have to select the more intricate secure databases versus non-secure forms such as Microsoft Access.  At present, the leading contenders in this category are Oracle, Microsoft SQL Server, and IBM’s DB2 (4).

Part 11 dictates a number of concerns with e-records and e-signatures. The major areas of concern are listed alphabetically and the modifications to legacy systems and implementation of new systems should include the following features to be compliant1
a. Validation of system to ensure accuracy, reliability, consistent intended performance and the ability to discern invalid or altered records

· System for issuing, managing, and verifying digital certificates, allows authorized digital certificates and signatures for applications, includes periodic audit and logs the development of the policies and procedures

b. Generating accurate and complete copies of records in human readable form and electronic form 

· Ensuring a record that is viewed is the exact record that was signed by having the reader use a public key constructed by the creator to decrypt the file

c. Protection of records through retention period 

· System of private and public keys to encrypt files in storage so person has to possess a digital certification to have access rights to a particular record

d. Limiting system access to authorized individuals 

· Digital certifications to uniquely identify users, to gain access to a record a certificate must be presented, access rules are defined using control lists that manage read and write privileges 

e. Use of secure, computer generated, time stamped audit trails 

· Recording and securely logging all events including identity of signature user, all logs are configurable, time stamped and signed by a private key. 

f. Use of operational system checks to enforce permitted sequencing of steps and events

· System that allows organizations to establish and enforce procedures and policies with customized system checks (i.e.: wizard windows) 

g. Authority checks to ensure only authorized users are using the system 

· System to determine that the certificate presented to access records is still valid and the person using the certificate has not been denied access or signing privileges 

h. Use of device checks to determine the validity of the source of data input or operational instruction 

· Certification of servers to authenticate themselves when querying a central database 

i. Determining training, education and experience of users to complete their assigned task 

· Online training for administrators and operators to develop, maintain, and operate digital certificate/digital signature programs

j. Establishment of and adherence to written policies that hold users accountable for actions initiated under their electronic signature

· Document to define appropriate certificate usage as well as liability for any misuse, companies may develop subscribers agreement to outline terms of use 

k. Use of appropriate controls over the system 

· Online documentation is restricted to authorized users with valid digital certificate and access privileges, controlling access to hard copies 

Not only will technology companies have to develop, tailor, implement and prove the quality of the product, they must also remain flexible as the FDA finalizes Part 11. 

D. E-trials and the Patients 

The use of new technologies for e-trials will not only benefit the research companies but also ease the participation requirements for study member. The participants will be able to use websites, cell phones, pagers, PDAs, and e-diaries to provide input to research facilities. Part 11 requires verification that the patient entering the data into the mobile device is actually who he or she claims to be and that is where e-signatures come into play and are of the utmost importance for mobile technologies, as they require the user to have a defined password, login and certification. The technologies being used must be FDA compliant and careful selection of devices must be a priority. Just as with other compliancy policies the patients must sign hard copies to certify that their use of the PDA is just as signing any other CRF on paper. 

III. Ideal Future Environment 

Imagine for a moment that you suffer from a chronic illness to which little or no help in the field of suppressing symptoms was available. At this point, you are desperate to get into a clinical trail to have the opportunity of finding relief. After visiting your primary physician, s/he sends your file to the nearest recruiting clinical trial through a global web application that allows authorized users access. After simply entering your zip code a location is found. After you give authorization to send the information and complete a simple ten-minute questionnaire you get a text message welcoming you to your new clinical research trial to confirm your registration and choose from a list of available appointment dates. 

Once you get to the research center the receptionist asks for your mobile number and user name. You receive a briefing on your treatment, log on to a computer, and fill out some personal and health information. Minutes later you are given a PDA containing your treatment instructions as well as a digital form to be completed where states your acceptance to the program and the creation of your digital profile and signature. Finally the lab technician shows you how to operate the PDA and how to synchronize it with your computer, personal agenda and or the Internet as well as times of updates, 45 minutes later you are set.  

Next day you hear a sound coming from your PDA, it’s a reminder of your medication, and later that day another reminder to synchronize your PDA, and based on your e-diary your medication dosage is rearranged, all the time during the study, your information is collected received along with hundreds of other participants through PDAs.

Might sound like a chapter of a futuristic movie or novel but achieving this scenario is not far fetched. Many clinical research centers are slowly but surely adapting wireless networks and devices along with electronic records, signatures that are shareable among centers. Hospitals could transfer patient information all across the globe instead of sending paper and having each record mean double data entry. Sponsors and organizations could collaborate large ideas and communicate easier. Information technology specifically tailored to the needs of biopharmaceutical research is the future of e-trials. 

There are however certain areas that are missing which impedes the progression towards ideality and unity between these industries. For example:

· Interchangeable electronic health records that are compatible with case report forms. To allow all areas of medical care and secure access to patient’s information. 

· Standard organizations such as Health Level 7 (HL7), International Conference of Harmonization, (ICH) Clinical Data Interchange Standards Consortium (CDISC) have created standards such as eCTD (electronic Common Technical Document) 

· Such documents help to revolutionize industry productive by having a common link between studies. 

· Process synchronization means to not just use any out of the box solution generated by technology companies, such acts will inevitably lead to a lack of accepting data from one step to the next. (i.e. from pre-clinical to clinical) Processes are woven in between and with other functions and departments and industries. 

· Electronic transformations include finding new ways to implement effective electronic submissions methodologies. 

· Performance optimization includes duties that span the entire process of a clinical trial; some aspects need to stay uniform through out trial. Creating more efficient tasks without taking in the scope the whole picture will create a hard work environment.

CONCLUSION

21 CFR Part 11 is not going away and the FDA intends to enforce it. However, the recent changes ensure that there is a more narrow scope for the rule and that the FDA takes in to affect a risk based approach to compliance. It is best to start integrating compliance to Part 11 into any new automation system practices now because Part 11 is just a unification of all together GxP and a set of guidelines for improving the security and efficacy of any discovery stage workflow. 

The growth of the Internet has brought both opportunities and challenges to the pharmaceutical and medical instruments industries. The opportunity to cut costs and reduce dependency on paper processes is of enormous benefit. However, taking advantage of these efficiencies poses a security challenge as sensitive information is transferred and stored on the public Internet. With advancements follows responsibility. 21 CFR Part 11 is a key regulation that pharmaceutical companies need to conform to if they wish to take advantage of electronic records and electronic signatures. 
Pharmaceutical companies must adapt to changes in technology to stay competitive in the market. Technology companies must step in and fill the new niche the FDA created by establishing numerous requirements for electronic trials. Both industries must work together to create a future that not only benefits them but also helps to bring results to people faster.

Given its highly interpretive nature, Part 11 has been a collaborative effort from many industry officials. Industry petitioned for the opportunity to use electronic records and signatures now they must be willing to meet the mandate of the FDA guidelines even as the guidance evolves to incorporate the new challenges technologies bring to the playing field. 
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