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ABSTRACT:

Use of modern biotechnology entails biodiversity, health and security risks. By using genetic engineering and closely-related techniques, an expanding variety of new organisms can and have been created that pose risks to biodiversity and human health. Biological warfare is the use of living organisms or their byproducts (toxins) to inflict harm. Considering the worldwide availability of modern biotechnology know how and hardware, it is obvious that classical biowarfare agents are now much easier to produce. And new genetically engineered weapons for non-traditional conflicts are already under development, threatening to undermine the global consensus against the hostile use of living organisms and thereby endangering every country and its resources. The dangers these organisms pose is multiplied by the possibilities of their exploitation as weapons.
The strong international norm against biological weapons is increasingly deteriorating, with a prospect of opening a new biological arms race based on biotechnology. Preventing this possibility will require regulation of biotechnology and enforcement of the norm against biological warfare to work hand in hand. No international biosecurity standards currently exists. The US needs to demonstrate that biosecurity will bring great benefits for both national and international security.
The following review article looks into the various aspects of biotechnological revolution and their facilitation of the biopharmaceutical industry in the prevention  against global bioterrorism.
Introduction

We are now seeing rapid advances in biotechnology, some of which is based on the manipulation of genes and on alterations to the genetic structure of cells. This revolution will offer many benefits to the world - for example, increased crop yields and improved resistance to drought - as well as medical benefits in terms of offering a better understanding and treatment of genetically-based illness and cancer. 

Use of modern biotechnology entails biodiversity, health and security risks. By using genetic engineering and closely-related techniques, an expanding variety of new organisms have been created that pose risks to biodiversity and human health (1, 2, 9).  The dangers these organisms pose is multiplied by the possibilities of their exploitation as weapons. From a biosafety point of view, this highlights the potential dangers of genetic engineering, and from a biosecurity point of view it underlines the vast potential of genetic engineering to generate new weapons.
Biological warfare is the use of living organisms or their byproducts (toxins) to inflict harm. Biological weapons can have devastating effects on all kinds of biodiversity, including humans, animals, plants, and other life. They can also be used against resources, for example water or food supplies and, in modern applications, against natural and manufactured material (3, 9).  However, it will also open up a whole new range of prohibited applications that could lead to the development of new and more efficient Biological Weapons. For example, it might be possible to modify a micro-organism to change the way it interacts with the immune system, say, to dramatically increase the lethality of influenza.

Incidences such as the anthrax attacks in the USA in fall 2001, and the rapidly expanding global biotechnology industry have redefined bioterrorism as a credible threat to human security and certainly to US national security. Securing only US bioscience facilities does not adequately address the threat of bioterrorism to Americans (3, 6).
 Implementation of biosecurity on a global scale is particularly important given today’s rapidly expanding biotechnology industry, and its corresponding proliferation of biological materials, technology and expertise. Biotechnology is booming in Eastern Europe and more still in Asia, where numerous countries have allocated billions of dollars to promote bioscience research (3, 6, 9). 
The globalization of biotechnology is being driven not only by national decisions, but also by biotechnology firms growing use of international subcontracting technological cooperation agreements to further their research, including their biodefense related research such as vaccine development for potential bio-terrorist agents (23).
It is a much easier task of controlling nuclear proliferation technology than biological proliferation – namely biotechnology. Biotechnological capacity is increasing and spreading rapidly. This revolution in biotechnology is proving to be a greater destructive power in the hands of smaller groups of technically competent: those with skills sufficient to make use of the advances of the international scientific community. 

Sooner or later almost every new technology has been exploited not only for peaceful purposes but also for hostile ones, and this is likely to be the same for biotechnology.
It is unclear how we should cope with the ongoing proliferation of biotechnology, and the prospects for non/sub-state terrorism that will result. . In addition to broad improvements in prevention surveillance and response, specific defense measures against the most likely threat scenarios are also necessary. The most important aspect of these recommendations may be the recognition by the scientific community that biotechnology requires greater attention to the ways in which their research could be misused.
Background:
Bioterrorism and Biowarfare:
Biological warfare is the intentional use of microorganisms, and toxins, generally, of microbial, plant or animal origin to produce disease and/or death in humans,

livestock and crops.

The history of biological weapons goes back to antiquity. The genesis of bioterrorism lies in the history of biowarfare, which spans eight centuries (3, 4,6). 
Agents of disease have been used as weapons of terror for centuries, long before scientists knew how germs spread illness. The 6th century Assyrians poisoned the wells of their enemies with rye ergot (4). Hellebore, a plant with powerful purgative and cardiac glycoside effects, was also used by the Greeks to poison the water supply during their siege of the city of Krissa (5, 6). 
Further advances in delivery of bioweapons occurred in the 14th and 15th centuries, little was known about how germs cause disease. But according to medieval medical lore, the stench of rotting bodies was known to transmit infections. So when corpses were used as ammunition, they were no doubt intended as biological weapons. But where once plague-infested corpses were catapulted over castle walls, today genetically modified "super plague" could unleash global devastation (4, 12).
 Natural epidemics of such scourges as smallpox and plague are terrifying enough. But the notion that these and other diseases can be harnessed as weapons of war is even more chilling. Recent anthrax attacks have brought home in a harrowing way how much of a role they may play in our present era. For more than two decades, bioterrorism experts have warned that the United States might be vulnerable to attack with biological weapons (6 ,7).
Although biological warfare includes all organisms used as weapons, many of the biological weapons that are most talked about are microorganisms. Well known are a number of so-called “classical” biological warfare agents, including bacteria such as anthrax and viruses like smallpox. Other types of microorganisms that can be used as biological weapons include fungi, rickettsia and toxin-producing microbes (for example, algae that produce sax toxin, one of the most deadly non-protein substances known).

Bioterrorism is no longer a matter of science fiction. The rapidly expanding global biotechnology industry has redefined bioterrorism as a credible threat to the world.
The history of biological warfare is frightening and real. Caution must be taken and the sensitive areas of our public health, utility and transportation systems secured. In many ways, scientific discovery has outpaced defensive capability. It is a 21st century reality with which we all must deal.
Biotechnology revolution:

Biotechnology is defined by the US government as any technique that uses living organisms (or parts of organisms) to make or modify products, to improve plants and animals or to develop microorganisms for specific uses. It is evident that biotechnology in the past has concentrated on the production of food and medicine and the use of biotechnology to solve environmental problems. By the definition above, early Neolithic humans have used biotechnology to survive. Therefore, it is common practice to divide biotechnology into two eras: traditional and modern (8).
Traditional biotechnology: This has been in use for thousands of years, probably since the beginning of civilization. Since the domestication of the dog during the Mesolithic Period of the Stone Age, selective breeding has been a form of biotechnology. For thousands of years the best animals and plants have been bred together. Another form of biotechnology that has been around for thousands of years is the use of microorganisms in food. Microorganisms are used to turn milk into cheese and yogurt. They are used to ferment beer and wine. Yeast is used in bread to make it rise. All of this can be considered biotechnology because it utilizes organisms.

Modern biotechnology: This deals more with the treatment of ailments and alteration of organisms to better human life. Most breakthroughs in biotechnology have all been relatively current, with the earliest advancement being about 170 years ago with the discovery of microbes. Proteins were only discovered in 1830, with the isolation of the first enzyme following closely three years later. Later came the Watson and Cricks DNA model In addition to these numerous early advances, the first restriction enzyme was discovered in 1970. These discoveries ultimately allowed researchers to insert foreign genes into bacteria in 1973. This breakthrough was the basis of recombinant DNA and is considered the birth of modern biotechnology. The first major product of biotechnology was insulin (8,10).
 The division of biotechnology can be put into three areas: Agricultural Biotechnology, Pharmaceutical Biotechnology, and Environmental Biotechnology. A fourth area of importance is Industrial Biotechnology (11).
The discovery of recombinant DNA and monoclonal antibody technologies in the 1970s marked the birth of the biopharmaceutical industry. Biopharmaceuticals are complex macromolecules derived from recombinant DNA technology, cell fusion, or processes involving genetic manipulation. They include recombinant proteins, genetically engineered vaccines; therapeutic monoclonal antibodies; and nucleic acid based therapeutics (i.e. DNA based drugs), including gene therapy vectors. Unlike orally delivered small molecule drugs that underpin the traditional pharmaceutical industry, biopharmaceuticals are usually administered by subcutaneous, intravenous, or intramuscular injection (1,2, 9). 
Has biotechnology caused biowarfare?

Regrettably, by increasing the availability of dangerous biological materials, the biotech revolution has inadvertently increased the risk of bioterrorism, in any part of the globe.

Biotechnology can therefore profoundly alter not only the nature of weaponry but also its goals. As biotechnology advances bioweapons will not have only the potential to kill people, but they will be able to interfere with the fundamental biological processes of cognition, development, reproduction, and inheritance. Humans are not the only potential target for future biological weapons. Both crops and animals have been subjects of biological weapon research (3,12,14) 
Although bioterrorism, at first glance, may not be considered biotechnological in nature, it does satisfy our definition of biotechnology, “the manipulation of biological systems with the primary goal of application through the conduit of technology.” As unthinkable as their actions may be, some have endeavored to apply biotechnology expressly to cause diseases, most of which are lethal.(8,10)
One of the main goals of biological warfare is the undermining and destruction of economic progress and stability. The emergence of bio-economic warfare is that of a weapon of mass destruction. The widespread ability and interest of non-military personnel to engage in developing chemical and biologically based weapons is linked directly to easy access to academic excellence world-wide. Another factor is the tempting misuse of freely available electronic data and knowledge concerning the production of antibiotics and vaccines, and of conventional weapons with their varying details of sophistication.
Several other factors make biological agents more attractive for weaponization, and use by terrorists in comparison to chemical agents. Production of biological weapons has a higher cost efficiency index since financial investments are not as massive as those required for the manufacture of chemical and nuclear weapons. Again, lower casualty numbers are encountered with bigger payloads of chemical and nuclear weapons in contrast to the much higher numbers of the dead that result from the use of invisible and microgram payloads of biological agents. (7,10) 
Genetic engineering and information are increasingly open to misuse in the development and improvement of infective agents as bioweapons. Such misuse could be envisaged in the development of antibiotic-resistant micro-organisms, and in the enhanced invasiveness and pathogenicity of commensals. Resistance to new and potent antibiotics constitutes a weak point in the bio based arsenal designed to protect urban and rural populations against lethal bioweapons.(10) An attack with bioweapons using antibiotic-resistant strains could initiate the occurrence and spread of communicable diseases, such as anthrax and plague, on either an endemic or epidemic scale.

The evolution of chemical and biological weapons is broadly categorized into four phases. 

World War I saw the introduction of the first phase, in which gaseous chemicals like chlorine and phosgene were used.
The second phase ushered in the era of the use of nerve agents e.g. tabun, a cholinesterase inhibitor, and the beginnings of the anthrax and the plague bombs in World War II. 

The Vietnam War in 1970 constituted the third phase which was characterized by the use of lethal chemical agents e.g. Agent Orange, a mix of herbicides stimulating hormonal function resulting in defoliation and crop destruction. 

The fourth phase coincides with the era of biotechnological revolution and the use of genetic engineering. Gene-designed organisms can be used to produce a wide variety of potential bioweapons such as:

·  organisms functioning as microscopic factories producing a toxin, venom or bioregulator

·  organisms with enhanced aerosol and environmental stability

·  organisms resistant to antibiotics, routine vaccines, and therapeutics

·  organisms with altered immunologic profiles that do not match known identification and diagnostic indices

·  organisms that escape detection by antibody-based sensor systems

(3,7,10)

Other alarming issues are the contamination of the environment resulting from dump burial ,the use of disease-producing micro-organisms in terrorist attacks on civilian populations; and noncompliance with the 1972 Biological and Toxins

Weapons Convention (BTWC) (12, 16) 
How Can Biotechnology Help in Counteracting Bioterrorism?
The threat of bioterrorism poses new challenges for governmental agencies that now have the added responsibility to ensure biosecurity. For a bioterrorist attack is both a public heath emergency and a criminal act whose perpetrators need to be apprehended. And the terrorists involved may or may not be part of an international network. Thus public health, law enforcement and national security agencies all face new priorities, including learning to collaborate with each other

A comprehensive approach to coping with bioterrorism must incorporate efforts to prevent the proliferation of biological weapons; methods for detecting covert biological weapons programs; strategies for deterring their use if biological weapons do proliferate; and mechanisms for protecting civilian and military populations if deterrence fails. In addition to improving intelligence and information management, the Science & Technology community should be focused on improving defenses against biological weapons. Increased awareness could reduce the inadvertent spread of knowledge that may aid terrorists, although there is a fine balance that must be achieved so as to not quash legitimate exchange of scientific information. The means to do so include environmental detection of biological agents together with preclinical, clinical, and agricultural surveillance and diagnosis (13).
 Global sharing of biotechnology information could improve security and safety in the handling, storage, and transport of sensitive biological material and equipment. Information technology could help monitor international trafficking in biotechnology products (20).
The greatest potential benefit of a counterterrorism strategy might derive from preemptive efforts at earlier points in the bioterrorism-attack timeline—that is, the evolution of a bioweapons program from inception through weapon deployment, before any biological agent is released. The Science & Technology communities have had relatively little input into detection and characterization of terrorist activities during this early stage, yet they could offer significant untapped resources. Opportunities for their involvement in the area of human intelligence should be explored (18,19).
Assessments of the bioterrorist threat are often either unfocused or narrowly focused on single factors. The mismatch between threat assessments and preparedness efforts can be explained partly by the failure of threat assessment methodologies to take into account all of the factors comprising the threat. Single-factor threat assessments, for example, focus either on the terrorists' motivations and objectives or on the hypothetical effects of a biological weapon, but they do not indicate which scenarios are plausible or their comparative likelihood. Consider, for example, a terrorist attack involving smallpox, which is often cited as the worst-case scenario for several reasons. First, smallpox is a highly contagious disease. Second, the population has little or no immunity to the disease. Third, even with large stockpiles of smallpox vaccine, given our highly mobile life style, it would be difficult to contain an outbreak (1, 2, 12).
The Biological and Toxin Weapons Convention (BTWC) was opened for signature. The BTWC outlaws any development and production of biological weapons and has contributed to biological disarmament and the prevention of a biological arms race
(16 , 21).
According to the GAO report, funding for CDC’s activities related to research on preparedness for a bioterrorist attack has increased by 61% from 1999-2001. CDC’s research activities focus on detection, treatment, vaccination and emergency response equipment. It also funds the National Pharmaceutical Stockpile Program which maintains a repository of life saving pharmaceuticals, antidotes and medical supplies known as 12 hour push packages which can be used in an emergency including a bioterrorist attack.

Although biological warfare includes all organisms used as weapons, many of the biological weapons that are most talked about are microorganisms (17, 15).
The strong international norm against biological weapons is increasingly deteriorating, with a prospect of opening a new biological arms race based on biotechnology. Preventing this possibility will require regulation of biotechnology and enforcement of the norm against biological warfare to work hand in hand.

The challenge, however, remains much the same: to convince decision makers who may contemplate acquiring chemical and biological weapons that the consequences of taking that step are too great. Raising the costs of buying, developing, or using chemical and biological weapons as high as possible will require a panoply of policy tools. Curbing the spread of these weapons will require more vigilant intelligence, stricter arms control and export controls, stepped-up diplomacy, and the threat of punishment for offending actors. The international community must work together to find an effective strategic approach to end proliferation (1,2).
Sooner or later almost every new technology has been exploited not only for peaceful purposes but also for hostile ones, and this is likely to be the same for biotechnology. Genetic technology is likely to make it possible to introduce changes into organisms and agents that make them more infectious, resistant to antibiotics or vaccinations, and easier to distribute. There are thirty different bacteria, viruses, and fungi on the NATO list of biological weapons threats, and there are additional agents on other lists. With sufficient effort many of these could probably be modified so as to evade existing vaccines and antibiotics. Yet the military potential of the biotechnological revolution remains still largely unexplored. 
Recommendation: 
All agencies with responsibility for homeland security should work together to establish stronger and more meaningful working ties between the intelligence, Science and technology, and public health communities. The interaction of biological warfare, genetic engineering and biodiversity is of crucial significance to the industrialized and non-industrialized societies(15). In brief, the very skills and technologies that are used by industry to screen, process and manufacture drugs and vaccines could be used to develop bioweapons (1,2).
By mitigating the biological weapons threat at the source, biosecurity aims to stop bioterrorism before it starts. Implementation of biosecurity on a global scale is particularly important given today's rapidly expanding biotech industry, and its corresponding proliferation of biological materials, technologies, and expertise (13).
Given the increasing risks to pertaining to the threats of bioterrorism and bioweapons, and the dilemma of dual-use technologies, site-verification of existing facilities and data assemblage and monitoring activities seem to be necessary. Nevertheless, despite bio-industrial concerns based on potential risks pertaining to loss of confidential biotechnological data and proprietary genetic holdings, compliance with the Biological and Toxin Weapons Convention is a must. The role of industry in designing appropriate verification measures is a crucial element in the strengthening of the convention (Department of Foreign Affairs and Trade, 1999). Doing so, as a fundamental and primary step, provides recognition of the utility of the convention, and at the same time strengthens its importance and authority in the outright banning of the production, stockpiling and manufacture of undesirable bioweapons. The practice of such investigations emphasizes the growing need for the development of a verification protocol that deters and discourages violation of the Convention (17). 
The BTWC also has a second aspect of the encouragement of cooperation in relevant technologies, and here the potential role of biomedical sciences in strengthening the Convention is much stronger. (20) It is envisaged in the Protocol text that the biomedical science community would engage in cooperative activities in the following areas: 

1. Sharing information on the peaceful use of biomedicine

2. Technology transfer

3. Good manufacturing and laboratory practice

4. Harmonization
5. Databases

6. Emerging diseases

7. Handling and transport of biological agents

Current anti-bioterrorism measures involve the devising of unconventional effective countermeasures to combat misuse of pathogens encountered either naturally or in a genetically modified state. Such a strategic response involves:

the use of bacterial RNA-based signatures and corresponding structural templates through which all pathogens can be potentially identified through appropriate trial and error testing, and verification;

development of a data base of virtual pathogenic molecules responding to the bacterial signature templates;

development, evaluation and use of effective antibacterial molecules that eliminate pathogens but do not harm humans nor animals .

A global watchdog is needed to prevent science being misused to produce biological weapons (15). Guidelines and recommendations have been formulated for use by public health administrators and policy-makers, medical and para-clinical practitioners, and technology designers and engineers in developing civilian preparedness for terrorist attack (18, 21, and 22). Areas covered deal with rapid detection of biological and chemical agents, pre-incident analysis of the targeted area, protective clothing, and use of vaccines and pharmaceuticals in treatment and decontamination of mass casualties.

Anti-biowarfare and anti-bioterrorism research has led to the development of rub-on polymer creams and anti-germ warfare lotions that provide protection also against the influenza virus. Chemical protection in the form of rubberized hoods and tunics, gloves, boots, and gas masks helps guard against tear gas agents, nerve agents and chemical irritants delivered either by aerosols or liquid sprays. Recently, the incorporation of antibiotics in routine textiles as antiodour and anti-infection agents has been reported (9).

Analysts believe that no single strategy will be effective against the proliferation and use of biological weapons. Graham Pearson (former Director-General and Chief Executive of the UK Chemical and Biological Defense Establishment at Porton Down) believes that the central elements of this web of re-assurance should be:

Prohibition: A strong international and national prohibition regime reinforcing the norm that biological weapons are totally prohibited;

Control: Broad international and national controls on the handling, storage, use and transfer of dangerous pathogens;

Preparedness: Active and passive protective measures and response plans, at the heart of which are good national health care systems and disease detection programmes; and

Determination: Determined national and international responses to any use or threat of use of biological weapons ranging from diplomatic sanctions through to armed intervention  (17). 

Concluding remarks

Biological warfare can be used with impunity under the camouflage of natural outbreaks of disease to decimate human populations, and to destroy livestock and crops of economic significance.

Attempts to regulate the conduction of warfare and the development of weaponry using harmful substances such as poisons and poisoned weapons are enshrined in conventions drawn up with respect to the laws and customs on land. These early instruments of war –prevention measures, and eventual confidence building and peace-building measures, have evolved from normal practices and characteristic usages established amongst, civilized peoples; from the basic laws of humanity; the tenets of long established and widely accepted faiths, and the dictates of public conscience. 

In neutralizing the effects of biological agents and rendering them ineffectual for use as bioweapons, bioindustries are now concentrating on the development of a wide range of biotherapeutics – antibiotics and vaccines through development of biologically based defense science and technology programs. Current bioweapons defense research is now focusing on developing biosensors containing specific antibodies to detect respiratory pathogens likely to be dispersed through sprays and air cooling systems. Also contract research centers around the use of biotechnologies to remediate environmental areas contaminated with heavy metals, herbicides, pesticides, radioactive materials, and other toxic wastes. The genetic screening of human diseases and drug discovery has been facilitated by research advances in the field of bioinformatics .The automated and computerized study of shared information in the genomic DNA of biological resources in tandem with digital processing and graphic computation techniques, offers a base for the development of devices for monitoring environmental degradation and development of biodefense programs (19).
 New threats from weapons of mass destruction continue to emerge as a result of the availability of technology and capacity to produce, world-wide, such weapons for use in terrorism and organized crime (US Department of Defense, 1996). In counteraction of such threats, and in securing the defense of peace, the need for leadership and example in devising preventive and protective responses has been emphasized through the need for training of civilian and non-civilian personnel, and their engagement in international cooperation. These responses emphasize the need for the reduction and elimination of bioterrorism threats through consultation, monitoring and verification procedures; and deterrence, through the constant availability and maintenance of a conventional law and order force that is well-versed in counter proliferation controls and preparedness protocols (American Society for Microbiology, 1999). Adherence to the Biological and Toxin Weapons Convention, reinforced by confidence-building measures (United Nations, 1997) is indeed, an important and necessary step in reducing and eliminating the threats of biological warfare and bioterrorism.

Establishing national biosecurity legislation worldwide will be a critical first step, and the US can greatly improve global biosecurity by helping interested countries to draft such laws. These laws should establish standards for both facility security and the secure transport of dangerous biological materials; they should also establish regulations governing exports of materials and technologies that could be used in biological weapons proliferation. The US must also be prepared to provide resources to critical nations that cannot achieve adequate levels of biosecurity without international assistance. Only when such measures have been put in place can the US state with confidence that appropriate action has been taken to stem the international proliferation of biological weapons.
A recent contract between two research organizations on May 23,2006 and supported by DARPA-SPO (Special Project Office) , deals with the a newer fight against BTW. DARPAs (Defence Advanced Research Project Agency) project has developed HISSS (Hand Held Isothermal Silver Standard Sensor) which is capable of identifying BW threats including bacteria, virus and toxins.(24). This goes to show that biotechnology is working hand in hand with defense forces so as to combat bioterrorism.
Both the prospects and dangers of biotechnology are like two unbalanced forces  on the arms of a balancing scale-the  moment  a positive effect is seen to outweigh one side ,the negative effects namely BW seems to try and contradict and oppose the biotechnology revolution at each step. It is in the hands of not only the science community but the society as a whole which has to prevent the biotechnological revolution from facilitating the development of biological weapons.
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